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The Gotchas: GitHub Actions Edition
From Bede Gaming Ltd



Introduction
Here at Bede, we’ve been working on a GitHub Actions migration project for all of our
microservices (okay, most of our microservices, I’m rounding up). In doing so we’ve
obviously hit a bunch of snags which we will now share the solutions for in a handy table.

While it may feel personally to the author as if we have hit all the possible snags, it’s likely
that we’ve avoided some, but there should still be enough here that a Ctrl+F could help you
out of a tricky situation.

Common Debugging & Troubleshooting

SUMMARY EXAMPLE

Logs can be accessed via the
GitHub Actions UI, and the
rendering is live and informative.

You can see current progress with
searching & downloading (see
below) the raw log.

These can be accessed from the PR or the Actions tab.

These can also be revisited once the build has completed

Log Download - you can
download the full log archive if
the log is too big to be rendered.

Select job from build summary & download
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Zip Archive by Build Step

SSH Login to Build Runner -
normally when logs don’t give you
enough info to find the issue we
can get BASH shell access to the
arc-runner.

This will give you access to the OS
file system, processes, build
directory & you can make
temporary changes to packages,
permissions etc.

These won’t be persisted so you’ll
need to add any required changes
to the workflow steps.

This can be done by adding this temporary step to the
workflow.yml normally before or after the problem you are
experiencing:

Pushing this will trigger another GHA build but when it reaches
the SSH step it will output the SSH command you need to use
to connect to the logs. This will continue to loop until you
connect then exit or cancel the build.
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Here’s an example of an issue we were resolving with failing
time zone tests where we checked currently installed time
zones & installing tzdata temporarily to see if it fixed the issue:

Exiting the SSH session will then allow the GHA workflow to
continue onto the next step.
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You can also Cancel workflow to kill the build otherwise it’ll
continue to loop.

Add additional containers to
support integration tests

Commonly we use a SQL Server container instance to support
our integration tests. Some integration tests also require a Redis
instance and there might be more prerequisites in the future.

These are fairly simple to add and with a corresponding change
to transform the appsettings.json so that the component
points to the container version of the service.

Creating Redis service containers - GitHub Docs
Creating PostgreSQL service containers - GitHub Docs

Install Linux packages - the build
runner is a lightweight Linux
distribution & might be missing
some of the critical OS
dependencies to build & test the
component.

We have seen failing tests related to time zone related tests, and
this was because .NET uses the time zones installed on the OS.

This was resolved by installing the tzdata package via
sudo apt-get install tzdata in the step Install Prerequisites

Don’t assume that these will be automatically installed onto
K8 pods, this should be tested separately once the component
has been deployed.

Build Steps - The workflow.yml is
built up of common steps from
GitHub Actions Marketplace and
custom Bede actions.

The source code for all these steps is readily available if the
logging isn’t sufficient. Normally contained in an action.yml
you can take a look at what the step is doing in more detail e.g.
action.yml

Similar to API versioning we can support change by releasing a
new version of the action.

Common issues with steps from the marketplace steps should
bring back search results in GitHub or Stack Overflow.

Failing & unstable tests should be

a lot easier to debug in GHA

1. As mentioned above, logging is improved
2. Run the test command locally outside of the VS test

runner e.g. dotnet test --no-build -c Release --logger
"trx;LogFileName=test-results.trx;verbosity=detailed"
--collect:"XPlat Code
Coverage;Exclude=[Test]%2c[]Swagger" -m:1

3. Add additional temporary debug to the console so that
it appears in GHA logs - Debug.WriteLine("");

4. Test & code coverage reporting should allow trends
overtime to spot slow performing or flakey tests
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https://docs.github.com/en/actions/using-containerized-services/creating-redis-service-containers
https://docs.github.com/en/actions/using-containerized-services/creating-postgresql-service-containers
https://github.com/marketplace?type=actions
https://github.com/actions/setup-dotnet/blob/main/action.yml


Common Setup Issues

SUMMARY FIX

Missing build steps on the PR is
normally due to invalid workflow.yml
file.

You can still access the failed build via the Actions tab & it’ll
point you to the syntax error in the workflow.yml

Invalid Build Configuration

Incorrect .NET Version?

“The current .NET SDK does not
support targeting .NET 7.0. Either
target .NET 6.0 or lower, or use a
version of the .NET SDK that supports
.NET 7.0.”

Update to the correct version required for this solution:

Failing Integration Tests - SQL
connection issues connecting to the
SQL Container.

Transformation Step

● Ensure the integration tests are working locally
● Ensure that the transformation step is updating the

appsettings.json

You can use the SSH debug following the transformation
step to inspect the current values of the appsettings.json
inside the integration test(s) project.
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SSH BASH example

This example uses cat but you can use less on larger files for
easier navigation.

You can also install an editor if you wanted to update files in
situ, for example with vim:

sudo apt-get update
sudo apt-get install vim -y

Failed or faulty transformation of the
connection string is the most
common cause of “Test host
crashed”.

Make sure your connection string includes the parameter
TrustServerCertificate=True if your service is .NET8 or
above.

Ensure that the correct settings are being transformed -
some services might have a UseLocalDatabase option that
is intended for supplying a direct connection string for test
runs.

No Code Coverage or Failing Code
Coverage step.

.NET test projects require the package coverlet.collector to
capture coverage data during the test build step with the
following options:-

<PackageReference Include="coverlet.collector"
Version="6.0.2">
<PrivateAssets>all</PrivateAssets>
<IncludeAssets>runtime; build; native;

contentfiles; analyzers;
buildtransitive</IncludeAssets>
</PackageReference>

At time of writing, it is also recommended to upgrade the
package Microsoft.NET.Test.Sdk to at least 17.9.0:

<PackageReference Include="Microsoft.NET.Test.Sdk"
Version="17.9.0" />

Failing “upload NuGet packages”
step.

Not all components publish a contracts/clients/etc package.
If you see this error, delete the step or change to a soft fail
when no *.nupkg files exist for libraries.

Failing dotnet restore
--configfile "Nuget.Config" step.

This file provides base config for
custom NuGet sources. Importantly,
this is case sensitive so any variation
across components will cause issues.

Sometimes there’s a mix of cases used for this file or
sometimes the working directory is not set up correctly.

You can either update the step or try to make the file
consistent.
This file is often referenced in the Dockerfile of each
application e.g. API & Service
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Add a temporary SSH debug & run the commandmanually
if it’s not obvious what the issue is.

Inconsistent *.csproj and Docker
app names causing issues on the
docker publish steps:

Ensure the image and project are defined correctly and
consistently throughout the workflow file and re-run.

Docker might use -apiwhereas projects might have a mix
of .Host and .Api in the project names.

In some scenarios, pointing to the wrong project could
result in empty, undeployable packages that give no further
information.

Long-running code coverage step &
errors based on reaching size limits.

WCF references in the solution can throw code coverage
into meltdown and so exclusions need to be added for WCF
namespaces on the test command:

dotnet test --no-build -c Release --logger
"trx;LogFileName=test-results.trx;verbosity=detaile
d" --collect:"XPlat Code
Coverage;Exclude=[*Test*]*%2c[*]*Swagger*%2c[*]Bede
.Providers.WcfProvider.*%2c[*]" -m:1 -p:Version=${{
steps.semver.outputs.version }}

Filter Swagger Code to Improve Code
Coverage

There are several different filters that
have been used previously but for
coverlet.collector we must use this
exclusion filter to exclude certain
code from coverage analysis.

The test step should include Exclude option within collect
switch e.g.
dotnet test Bede.Cashier.sln --no-build -c Release --logger
"trx;LogFileName=test-results.trx;verbosity=detailed"
--collect:"XPlat Code
Coverage;Exclude=[*Test*]*%2c[*]*Swagger*" -m:1
-p:Version=${{ steps.semver.outputs.version }}

Missing gh-pages branch - this
branch is used for publishing test &
code coverage reports.

This lives in the repository but
shouldn’t be tracking develop code &
the only files present should be test &
code coverage reports.

This will remove any report history as well:

git checkout --orphan gh-pages
git rm -rf .
git commit --allow-empty -m "gh-pages initial
commit"
git push --force --set-upstream origin gh-pages
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